SPECIFICATION 



Title of the Invention : 

GATEWAY APPARATUS FOR 
CONTROLLING APPARATUSES 
ON HOME NETWORK 

Inventor (s) : 



Klyonori SEKIGUCHI 



GATEWAY APPARATUS FOR CONTROLLING 
APPARATUSES ON HOME NETWORK 
BACKGROUND OF THE INVENTION 
Field of the Invention 

The present invention relates to a gateway 
apparatus connected to a home network connected to the 
internet, and more particularly, to a getaway apparatus 
enabling apparatuses on the home network that do not 
directly access to the internet to communicate, such as 
a digital camera and hot-water supply system, to be 
controlled through the internet from a remote place. 

Description of the Related Art 

In recent years, with techniques using the internet 
progressing remarkably, the internet has been widely 
spread in not only companies, but also in general homes. 
The internet is mainly used for e-mail, internet shopping, 
internet telephone and Web search in the homes . 

Further it becomes familiar also to the homes to 
connect a plurality of personal computers and peripheral 
apparatuses as a network to share. This technique is 
achieved by blending and combining, for example, 
provision service of internet provider, technique of 
networks including Ethernet , internet protocol (IP), and 
OS of personal computer. 

However, almost of products connected to a home 
network to be controlled do not access to the internet 



directly, and therefore do not have IP addresses. Hence 
it is impossible to transmit data using the internet from 
a remote place to the products connected to the home 
network to be controlled such as a digital camera and 
hot-water supply system. Further since such products 
require particular data conversion processing (for 
example, when data is output to a color printer, there 
is a possibility that conversion of RGB data format into 
CMY data format is required in some cases), it is 
difficult also in the view of data format to access to 
the products connected to the home network to be 
controlled using the internet. 



SUMMARY OF THE INVENTION 
In view of the foregoing, an object of the present 
invention is to provide a getaway apparatus enabling 
accesses to products, connected to a home network to be 
controlled, from a remote place using the internet. In 
order to achieve the above object, the gateway apparatus 
connected to the home network connected to the internet 
is provided with an IP (Internet Protocol) address 
management table relating the home products to be 
controlled to IP addresses respectively assigned to the 
products to store, and is designed to identify an IP 
address contained in received data received through the 
internet, recognize the product to be controlled related 
to the identified IP address based on the IP address 



management table, and transmit the received data to the 
product to be controlled. 

In a first aspect of the present invention, an 
internet connection type SOHO gateway apparatus, which 
is connected to the home network connected to the internet, 
is provided with an IP (Internet Protocol) address 
management table that relates products to be controlled 
connected to the home network to IP addresses 
respectively assigned to the products to store, a section 
that identifies an IP address from internet data received 
through the internet, and a control section that 
recognizes a product to be controlled related to the IP 
address identified based on the IP address management 
table, and transmits the Internet data to the recognized 
product to be controlled. 

Therefore it is made possible to access to the 
products to be controlled, which are connected to the 
home network but do not have assigned IP addresses, from 
a remote place using the internet. 

In a second aspect of the present invention, the 
section that identifies the IP address in the first aspect 
is designed to identify an IP address version of IPv4 
or IPv6 in Internet Protocols. 

Therefore it is made possible to correspond IPv4 
to IPv6 as Internet Protocol versions . 

In a third aspect of the present invention, the 
products to be controlled in the first aspect include 
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produces that do not directly access to the internet to 
communicate, and the other products that directly access 
to the internet to communicate. 

Therefore it becomes easy to control the products 
to be controlled connected to the same home network. 

In a fourth aspect of the present invention, the 
internet connection type SOHO gateway apparatus is 
provided with an incorrect judgment section that 
excludes an incorrect use by performing password check 
to an access through the internet. 

Therefore it is possible to prevent an unintended 
person from accessing to the product to be controlled 
connected to the home network. 

In a fifth aspect of the present invention, the 
internet connection type SOHO gateway apparatus of the 
first aspect is connected to a personal computer so that 
the personal computer can register the IP address of the 
product to be controlled in the IP address management 
table. Thereby, it is possible to register the IP 
address in the IP address management table with ease, 
and to change and newly register the product to be 
controlled with ease. 

In a sixth aspect of the present invention, the 
internet connection type SOHO gateway apparatus, which 
is connected to the home network connected to the internet, 
is provided with an IP address management table that 
relates products to be controlled connected to the home 
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network to IP addresses respectively assigned to the 
products, and data indicative of conversion processing 
specific to the respective products, a section that 
identifies an IP address from internet data received 
through the internet, and a control section that 
recognizes a product to be controlled related to the IP 
address identified based on the IP address management 
table, and transmits the internet data to the recognized 
product to be controlled based on the conversion 
processing corresponding to the product to be 
controlled . 

Therefore it is possible to recognize the product 
to be controlled and data conversion processing specific 
to the product from the IP address using a single IP 
address management table, and thereby it is possible to 
access to the product to be controlled connected to the 
home network with ease. 

BRIEF DESCRIPTION OF THE DRAWINGS 
The above and other objects and features of the 
invention will appear more fully hereinafter from a 
consideration of the following description taken in 
connection with the accompanying drawing wherein one 
example is illustrated by way of example, in which; 

FIG. 1 is a system construction diagram illustrating 
a use mode of a gateway apparatus according to one 
embodiment of the present invention; 
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FIG. 2 is a functional block diagram of the gateway 
apparatus according to the above embodiment; 

FIG. 3 is a construction diagram of an IP address 
management table in the gateway apparatus according to 
the above embodiment; 

FIG. 4 is a flow diagram for transmission in the 
gateway apparatus according to the above embodiment; 

FIG. 5 is a flow diagram of a first half of a 
flowchart for reception in the gateway apparatus 
according to the above embodiment; and 

FIG. 6 is a flow diagram of a latter half of the 
flowchart for reception in the gateway apparatus 
according to the above embodiment . 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

One embodiment of the present invention will be 
described below specifically with reference to 
accompanying drawings . 

FIG.l is a diagram illustrating a use mode of a 
gateway apparatus according to the present invention. 
Home information networks la and lb provided in homes 
(a) and (n) are constructed to be able to access to the 
internet 4 through internet service providers 2 and 3 
with which each home has a contract, respectively. Home 
information network la is connected to internet service 
provider 2 by gateway apparatus 2a. Gateway apparatus 



2a is connected to Ethernet 3a and a serial bus network 
conforming to IEEE 1394 (hereinafter referred to as IEEE 
1394 network) 4a in parallel. It is assumed that 
personal computer 5a and the other peripheral 
apparatuses each with an IP address are connected to 
Ethernet 3a, and that various peripheral apparatuses 6a 
that cannot access to the internet directly are connected 
to IEEE 1394 network 4a. In addition, there is a 
peripheral apparatus that is connected to Ethernet 3a, 
but cannot access to the internet directly. 

Thus, various information devices present in home 
(a) such as a personal computer, printer, scanner, 
television, digital camera, refrigerator, hot-water 
supply system, electric power meter, and tap water meter 
are combined as home information network la by gateway 
apparatus 2a, Ethernet 3a and IEEE 1394 network 4a. Home 
information network la contains peripheral apparatuses 
that cannot communicate through the internet, and 
gateway apparatus 2a enables such apparatuses to 
communicate through the internet. 

FIG. 2 illustrates functional blocks of gateway 
apparatus 2a. System control section 21, comprised of 
a CPU, controls the entire operation of gateway apparatus 
2a. Communication section 22 performs communications 
according to the internet protocol through internet 
service provider 2 connected through a communication 
line. IP address processing section 23 identifies a type 
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of the IP address (IPv4 or IPv6) contained in received 
data, or adds an IP address of a communication partner 
to datagram of transmission data, to provide to the 
communication section. IPv4/IPv6 conversion 

processing section 24 converts IPv6 of the IP address 
into the IPv4 address when necessary in the case where 
the type of IP address is IPv6. Memory control section 
25 generates a write address and read address of shared 
memory 26, and performs write control and read control 
to shared memory 26. Shared memory 26 is used to 
temporarily store a datagram of data received from 
internet 4 and a datagram of data to be transmitted. IP 
address management table 27 manages the IP addresses 
acquired for all the information devices operating on 
home information network la. 

In the present invention, IP addresses are acquired 
for general information devices each of which does not 
originally hold an IP address because the device does 
not access to the internet directly to communicate 
(hereinafter referred to as non-IP peripheral apparatus) 
such as a digital camera, scanner and printer. 

As illustrated in FIG. 3, IP address management 
table 27 manages node ID 301 on IEEE 1394, unique ID 303, 
apparatus attribute 304 and application type 305 each 
related to IP address 302. Node ID 301 is an apparatus 
number assigned to each terminal on the IEEE 1394 network. 
On the IEEE 1394 network, the node ID is automatically 
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assigned at the time of connecting to the network, while 
being newly assigned according to a predetermined 
algorithm when a bus reset occurs, and therefore there 
is a possibility that the node ID varies with time. 
5 Unique ID 303 is an identification number specific to 
an apparatus present on the IEEE 1394 network, and 
therefore does not vary. Apparatus attribute 304 is 
indicative of a function attribute of the apparatus 
present on the IEEE 1394 network. Specifically 

10 information indicative of a product such as a camera, 
television and printer, and a function such as CCD, 
digital and color, for example, CCD camera, digital 
television, scanner or color printer, is set as apparatus 
attribute 304. Set as application type 305 is a number 

15 of an application for executing conversion processing 
to adapt to an apparatus at a destination. 



section 28 starts an application that refers to IP address 
management table 27, and executes conversion processing 

20 for adapting an IP address to a non-IP peripheral 
apparatus when the non-IP peripheral apparatus is 
designated with the IP address. I/F section 29 operates 
as an interface with the networks (Ethernet 3a and IEEE 
1394 network 4a) connected to gateway apparatus 2a. The 

25 non-IP peripheral apparatus is physically connected to 
an IEEE 1394 hub on IEEE 1394 network 4a connected to 
I/F section 29. IP generation section 30 is for use by. 
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for example, the personal computer to register the IP 
address of the non-IP peripheral apparatus therein when 
data is transmitted to the non -peripheral apparatus. 
Incorrect judgment section 31 is to exclude an incorrect 
use by performing password check to an access through 
the internet. 

In addition, home information network lb in other 
HOME (n) is constructed in the same way as in home 
information network la as described above with gateway 
apparatus 2b illustrated in FIG. 2 connected to Ethernet 
3b and IEEE 1394 network 4b. Specific system 

constructions of Ethernet 3b and IEEE 1394 networks 4b 
vary with home. 

The case is next explained that communications are 
performed between home information network la and home 
information network lb f each constructed as described 
above, through internet 4. The following explains the 
case that non-IP peripheral apparatus 6a on IEEE 1394 
network 4a in HOME (a) transmits data to non- IP peripheral 
apparatus 6b on IEEE 1394 network 4b in HOME (n). 

FIG. 4 is a flowchart for use in transmitting data 
from non-IP peripheral apparatus 6a in HOME (a) to 
internet service provider 2. The first step is to 
determine a non-IP peripheral apparatus that transmits 
data to a communication partner through the internet 
(ST41). For example, assume the case that an image 
captured with a scanner (non-IP peripheral apparatus 6a) 
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in HOME (a) is printed in a color printer (non-IP 
peripheral apparatus 6b) in HOME (n) through the internet . 
In this case, the scanner is determined as non-IP 
peripheral apparatus 6a at a transmission side. 

The next step is to set an IP address of non-IP 
peripheral apparatus 6b at the communication partner 
(ST42). When non-IP peripheral 6a is determined as the 
transmission side, personal computer 5a sets the IP 
address of non-IP peripheral apparatus 6b at the 
communication partner in IP generation section 30. It 
is because non-IP peripheral apparatus 6a cannot execute 
processing based on the internet protocol. 

Non-IP peripheral apparatus 6a starts operating to 
generate transmission data (ST43). In the case of this 
embodiment, the scanner captures an image of an original. 
The image data output from the scanner that captures the 
data is transferred to gateway apparatus 2a. 

Gateway apparatus 2a stores the image data in shared 
memory 26 through a data bus in the apparatus from I/F 
section 29 (ST44). Memory control section 25 performs 
the control to write the image data in shared memory 26. 

System control section 21 controls communication 
section 22 so that the section 22 starts TCP (Transfer 
Control Protocol), and capsulizes the image data stored 
in shared memory 26 in TCP packets to provide to IP address 
processing section 23 as a lower layer. IP address 
processing section 23 acquires an address of the 



12 

communication partner from IP generation section 30, and 
provides TCP/IP datagram to communication section 22. 
Communication section 22 generates an internet frame 
with the TCP/IP datagram as the contents to transmit to 
internet service provider 2 (ST45). 

Since getaway apparatus 2a thus intervenes to 
transmit the image data captured with the scanner as 
non-IP peripheral apparatus 6a to internet service 
provider 2, the scanner as non-IP peripheral apparatus 
6a can transmit the image data over internet 4 without 
considering the internet protocol at all. 

Internet service provider 2 temporarily stores the 
data received from gateway apparatus 2a (ST46) . The data 
is transferred to internet 4 based on the IP address of 
the communication partner from provider 2 (ST47), and 
then transferred to internet service provider 3 with 
which HOME (n), as a reception side, has a contract 
( ST48 ) . 

FIGs.5 and 6 illustrate flowcharts for gateway 
apparatus 2b in HOME (n) as the reception side to provide 
the data received from internet service provider 3 to 
non-IP peripheral apparatus 6b, and complete the 
proces s ing . 

In gateway apparatus 2b in HOME (n) as the reception 
side, communication section 22 operates to access to 
internet service provider 3, and receives the data 
addressed to HOME (n) (ST51 and ST52) . Specifically the 
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section 22 receives as the data addressed to HOME (n) 
data that has as a destination address an IP address 
matching the IP address registered in IP address 
management table 27 contained in gateway apparatus 2b. 

IP address processing section 23 checks the IP 
address of the received data received by communication 
section 22 to identify the type of the IP address (ST53) . 
Specifically the section 23 identifies whether the IP 
address is IPv4 or IPv6. 

When it is judged at ST53 that the IPv6 address 
designates an IPv4 peripheral apparatus, the IPv6 
address is returned to an IPv4 address by the IP tunneling 
technique (ST56 and ST57). It is assumed that the IP 
address conversion algorithm conforms to RFC standard 
of IETF. 

Next, system control section 21 specifies an 
information apparatus that holds the IP address matching 
the IP address of the received data by referring to IP 
address management table 27 (ST58, ST59 and ST60 ) . For 
example, when the IP address is 13 3.185.245.9, the 
section 21 recognizes that the destination is a printer 
on the IEEE 1394 network by referring to IP address 302 
and the contents of IP address management table 27 . 

System control section 21 judges the apparatus 
attribute and application type of the information 
apparatus specified by the IP address using IP address 
management table 27 (ST61). Further when the 
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destination is an information apparatus on the IEEE 1394 
network, the section 21 acquires the node ID at the same 
time . 

There is a possibility that some received data 
cannot be processed when transferred to the information 
apparatus as the destination with no processing provided 
thereon. Herein, the datagram stored in shared memory 
26 is scanner data transmitted through internet 4, and 
cannot be directly output to a printer. Accordingly it 
is necessary to convert the data transmitted from the 
transmission side into data that an apparatus at the 
reception side can process. In this embodiment, the 
gateway apparatus is provided with applications for each 
information apparatus that convert the received data 
into data that the respective information apparatus can 
interpret, and the application numbers are set in IP 
address management table 27. 

Application relation conversion processing 
section 28 acquires the application number from IP 
address management table 27, and starts the conversion 
program with the application number to execute the 
conversion processing. Thereby, RGB data of the scanner 
is converted into color space with YMCK . The data 
converted with the conversion program is stored in shared 
memory 26 ( ST63 ) . 

Next, in an example of this embodiment, a printer 
driver is started to convert the stored data into printer 
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data (ST64). To transmit the converted data stored in 
shared memory 26, a frame conforming to IEEE 1394 is 
generated using the node ID acquired at step ST 61 as 
the destination (ST65) . Then the data is transferred to 
the printer on IEEE 1394 network 4b (ST66). 

In addition, on the IEEE 1394 network, the node ID 
is automatically re-assigned when a plug and play 
function of the IEEE 1394 operates, and the re-assigned 
node ID is different from the previous one. However, in 
this case, the communication partner as the destination 
is recognized successively by referring to the unique 
ID in IP address management table 27. 

Thus, according to this embodiment, node ID 301, 
apparatus attribute 304, and application type 305 are 
managed based on the IP address of the non-IP peripheral 
apparatus in IP address management table 27. Therefore 
it is possible to obtain service provision such as 
information retrieval, information collection and e- 
mail through the internet from the non-IP peripheral 
apparatus that is not able to connect to the internet 
directly conventionally. It is further possible to 
transfer data between different home electric appliances 
using respective applications on respective home 
networks connected through internet 4 . 

As can be apparent from the above explanation, 
according to the present invention, the gateway 
apparatus connected to the home network connected to the 
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internet is provided with the IP address management table 
relating the home products to be controlled to IP 
(Internet Protocol) addresses respectively assigned to 
the products, identifies an IP address contained in 
internet data received through the internet, recognizes 
the product to be controlled related to the identified 
IP address based on the IP address management table, and 
transmits the internet data to the product to be 
controlled. Therefore it is possible to access to the 
product to be controlled, connected to the home network, 
to which an IP address is not assigned, from a remote 
place using the internet. 

In addition, while the above explanation describes 
the home network, the present invention is not limited 
to a network inside the home, and is applicable to the 
network inside an office similarly. The present 
invention is also applicable similarly to the case where 
the gateway apparatus accesses to the internet without 
using service provider 2, and communicates with an 
apparatus on the other network. 

The present invention is not limited to the above 
described embodiments , and various variations and 
modifications may be possible without departing from the 
scope of the present invention. 

This application is based on the Japanese Patent 
Application No . HEI 11 - 156064 filed on June 3, 1999, 
entire content of which is expressly incorporated by 



reference herein. 



